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Introduction & Motivation

Variable Importance

With about 13 billion Euro banknotes
in circulation in 19 European
countries, counterfeit Euro banknotes
are becoming a big problem for
businesses and individuals. About
19.9 million paper Euros (worth about
€850,000) were recently removed from
circulation [1]. Detection of fake
banknotes can be surprisingly
difficult, regardless of the measures
taken to prevent counterfeiting. The
following data was collected by Dr.
Volker Lohweg and Dr. Helene
Dörksen
at
Ostwestfalen-Lippe
University of Applied Sciences in
Lemgo, Germany. My purpose in
analyzing the data is to use
classification methods to correctly
classify imposter Euros and identify
important underlying variables.

Our random forest’s variable importance plots (left) further
indicates the necessity of WaveVar and WaveSkew. The partial
dependence plots (right) show thresholds for most counterfeits.

The Data

Measurements from 1372 images of
genuine
and
counterfeit
Euro
banknote-like specimens. 762 were
genuine, and 610 were counterfeit.

Other Methods & Conclusions

Fully Grown & Pruned Classification Tree

After pruning the tree by using a cp value of 0.0044, notice
that WaveVar is the first split. This variables is critical for
correct classification. Note that 333 fake Euro's possess a
WaveVar above 1.4 and WaveKurt above -4.4. However,
254 real Euros have WaveSkew ≥ 7.5 and WaveKurt ≥ 6.7.

All of the techniques achieved above 96% for the 10-fold PCC, and
above 97% for the test data PCC. Athough the predictors strayed
from normality, and the covariance matrices differed, LDA
performed better than the single classification tree. Surprisingly,
support vector machines correctly classified 100% in the 10-fold
crossvalidation, and test data set without tuning. The 4 nearest
neighbors did just as well. Overall, it seemed like the data was well
behaved, and we had the sufficient information in our important
predictors like WaveVar to accurately classify genuine and
counterfeit Euro banknotes. The 100% PCC’s suggest using either
support vector machines, or 4 nearest neighbors for classifying
future observations.
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